
Discovering the hidden 
treasures in Mobile Apps



Lets see one treasure



http://www.youtube.com/watch?v=gIRYKRMbMic
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Agenda

● Common low severity bugs reports 

● Going above and beyond into escalating low severity bugs

● How to find the bugs more easily



Common low severity bugs reports 



Javascript null alert

https://docs.google.com/file/d/1NH509XavMu8Lpw3xZIHnO3x2yyIC4e_8/preview


1. Sensitive Information in APK

● API-keys 

● Username and Passwords

● Internal info and other data points



2. Intent Abuse

● Reporting an activity can be opened by another app

● Triggering deeplink without any sensitive action



3. Webview in mobile apps 

● Null alert with a javascript execution
 

● Launching file URI in blank page without any sensitive operation.

● Launching arbitrary website without any impact



Going above and beyond into 
escalating low severity bugs



Critical Attack surface in Android Apps

1. Android app storage 

2. Intent flow interception

3. Privacy issues(permission abuse)

4. Arbitrary code execution 



Android app storage 

● User cookie token stealing

● Private App files stealing



Intent flow interception

● Abuse of StartActivityforresult/setResult 
method to steal private info

● Abuse of Broadcast receiver and Service to 
steal private info



Vulnerable 
Code
For 

Intent 
Interception



Privacy issues

● Misusing Camera, Microphone, Location 
without any permission and interaction.



Arbitrary code execution 

● Manipulating current app behaviour

● Installing third party apps via code execution



Journey of finding the bug 



Samsung spycam
CVE-2022-30717/CVE-2022-23998



Samsung spy voice 

https://docs.google.com/file/d/1ibkT46yzZvB9losviNm8d2RljcEWfEi5/preview


Deeplinks of com.sec.android.app.camera.executor.AssistantActionActivity











CVE-2020-0089

https://www.google.com/search?client=safari&rls=en&q=CVE-2020-0089&ie=UTF-8&oe=UTF-8


Samsung Voice Recorder
CVE-2022-28789



http://www.youtube.com/watch?v=I01WUa_gKk0




Facebook CRLF deep-link



fb://offersite/detail/view/?offer_view_id=0&share_id=0&title=+&of

ferx_id=405047066717127&site_uri=http/https

fb://offersite/detail/view/?offer_view_id=0&share_id=0&title=+&of

ferx_id=405047066717127&site_uri=http%0A&site_uri=



Making bug finding easy



● Finding javascript interface through unique approach

Enumerable properties 

Finding javascript 
interface with reverse 
engineering + 
obfuscated code

Get the Js interfaces 
with single line of 
javascript.





Tools

● House Tool

(A runtime mobile application 
analysis toolkit with a Web 
GUI, powered by Frida, 
written in Python)



Demo



Thank you

We would love to hear feedback and questions from you


