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Threats in Review
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Cyber Criminal Groups
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70 gigabyte data stolen

REvil
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US$50M

£

=

2021 Attack Incidents in Critical Infrastructure
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The Key Observations from Attack Incidents in 2021

Most active criminal groups in 2021
* Conti, Maze, Lockbit, REvil and DarkSide

Targeting the Critical Infrastructure and leverage supply chain attack
* Colonial Pipeline attack in May by DarkSide
* Kaseya supply chain attack by REvil

Running the RaaS business model with the affiliate programs
 Ransom demand less than 500k charge for 25%
« Ransom demand over 5M charge for 10%

Executive Order issued by U.S. President Joe Biden
* Improving the nation’s cybersecurity
* Supply Chain and Software Bills of Materials (SBOMs)

Leverage zero-day vulnerabilities
 (CVE-2021-30116, Kaseya VSA vulnerability
 (CVE-2021-44228, Log4) vulnerability

* B o B
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Threat Overview
Recent Attack Trends — Many Ransomware Family

. From 2021 Q4
Ransomware Family 2021 Q2 2021 Q3 2021 Q4 2022 Q1 to 2022 Q1
WannaCry 62.38% 46.95% 46.73% 42.23% W,
Cryptor 4.06% 17.72% 15.91% 13.79% W,
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What Are Ransomware in Critical Infrastructure?

L
U

Targeted specific resources in critical The ransomware impacted the Critical
infrastructure such as applications Infrastructure before

and certificates g ExOne
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What are the Characteristics of

Ransomware that Affects Critical
Infrastructure?




The Ransomware Matrix

WannaCry Ryuk Lockergoga EKANS RagnarLocker ColdLock Egregor Conti v2
Language Check No No No No No No
Kill Process/Services No
Persistence No No No No No
Privilege Escalation No No No No No
Lateral Movement No No No No No No No
Anti-Recovery No
Atomic-Check
File Encryption R-M-W R-W-M M-R-W R-W-M R-W-M R-W-M R-W-M R-W-M
Partial Encryption No No N/A No
Cipher Suite AES-128-CBC AES-256 AES-128-CTR AES-256-CTR Salsa20 AES-256-CBC ChaCha8 ChaCha8
RSA-2048 RSA-2048 RSA-1024 RSA-2048 RSA-2048 RSA RSA-2048 RSA-4096
Configuration File No No Yes No No
Command-Line Arguments No No No

Claim:

The matrix is only based on the samples we had analyzed. They might add more features in their variants.

File Encryption:

SF: SetFileInformationByHandle/NtSetIinformationFile;

R: ReadFile ; W: WriteFile ; M: MoveFile;
MP: MapViewOfFile, FF: FlushViewOfFile
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The Ransomware Matrix

Bad Rabbit Mount Locker RansomExx DoppelPaymer Darkside Babuk REvil LockBit 2.0
Language Check No No No No No
Kill Process/Services No
Persistence No No No No
Privilege Escalation No No No No
Lateral Movement No No No No No
Anti-Recovery No No
Atomic-Check
File Encryption MP-FF R-W-SF R-W-M R-W-M M-R-W M-R-W R-W-M R-W-SF
Partial Encryption No No
Cipher Suite AES-128-CBC  ChaCha20  AES-256-ECB  AES-256-CBC Salsa20 HC256 Salsa20 AES-128-CBC
RSA-2048 RSA-2048 RSA-4096 RSA-2048 RSA-1024 Curve25519-ECDH Curve25519-ECDH Curve25519-ECDH
Configuration File No No No No No No
Command-Line Arguments No No
Claim:

The matrix is only based on the samples we had analyzed. They might add more features in their variants.

File Encryption:

SF: SetFileInformationByHandle/NtSetIinformationFile; Py ,..
R: ReadFile ; W: WriteFile ; M: MovefFile; ° t O
S txOne
.
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LockBit2.0 Execution Flow

Enumerate Files Threads

1 n [ Drop Ransom Note J
. [ Persistence J '
| !
_ : Enumerate files
[ Language Check ] Kill process & service
v
: — Enumerate drives I |/O completion packet
Check Token Privilege . )
; - ! N Encrypt Files threads
[ 3 UAC ] Encryption
ypass ~ ' g [ Read files J
v ([ Delete shadow ) 7
L » 4 N\
[ Create Mutex ] __ copylcicrCIHNg Encrypt & Write files
i ( ] N\ \ ‘ <
Lateral Move by \ Printe g ) Rename
Group Policy v 3 o
 new thread [ Drop HTA & Wallpaper ]
:in disk

Bl :in memory -:g txone"
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AD Group Policy Propagation Techniques in LockBit 2.0 &

Check
Domain
Controller

False

A 4

[ Continue ]
Encrypting Process

False

[ Get Domain Name J

Create GPT.ini for
Linking GPO

ADsGetObject
Create Files.xml for
Copying File

Create SchedualTask.xml

for Killing Process and
Executing Itself Remotely

Create Service.xml
for Killing Services
Create NetworkShare.xml
for setting network share

Create Registry.pol and
comment.cmtx for Disabling
Windows Defender

Run on All Domain
Machines by PowerShell

powershell.exe -Command "Get-ADCon
filter * -Searchbase '%s' | foreach{ Invoke-
GPUpdate -computer $_.name -force -
RandomDelaylnMinutes 0}"




Wannacry EXECUt'On FIOW /New File \ /Original File \
Create File /[ Read File ]
.Zip with WNCRYT L v
dropper.exe ) L Encrypt &
I E”nypt & Write File
( . ) @WanaDecryptor@.exe . erte File
Kill switch > Rename File to
! : rwnry = Rename File ] %TEMP%/
to WNCRY
| Create Service ) twnry k\ o) J k * WNCRYT
v |
tasksche.exe — 7 )
i * Drop ransom note
Get AES Key to - ! \ f . Y
{ Decrypt & Load DLL } Generate key Kill proeess &
. ) L service J
p \ 4 . ¢
Check Mutex » Delete shadow copy ]
A 4 *
. new thread [ Enumerate files J Delete Original
s in disk COpy ) O
El :in memor (! B
:in zip ! .'g nteéorksne



REvil Execu

[ Base64 Decode J
v

Agent.crt
v

Agent.exe
v

tion Flow

—> MsMpEng.exe
v

[ DLL Side Loading J
v

— mpsvc.dll

v
[ Resolve APIs ]

[ Drop Ransomware Jf

: new thread
B :indisk
Bl :in memory
in zip

y

A 4

Resolve APIs
v

( )

RC4 Decrypt Config
. l J

( )

Language check

. J/

A 4

[ Mutex check ]
v

[ Network Discovery ]

[ Persistence ]
v

[ Kill process & service ]
!
[ Delete shadow copy ]

v
[ Multi-thread Encryption ]7

Main thread
» Drop ransom note
v
Enumerate files
/O completionIpacket
Child thread
[ Read files ]
4 + N\
Encrypt & Write files
\_ + J
Move files
=) txOne



RagnarLocker Execution Flow

[ exe ] Language check Mutex check
e —
\ Kill process & service ) Read files
v \ J
[ Delete shadow copy ] ( 3 )
I Encrypt & Write files
Enumerate files - y |
) T ’ Move files
Multi-threading
[ Drop ransom note & open ]
WinXP VM
: new thread
s in disk

B :in memory -:g tXOﬂe"
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Common Attack Path of Ransomware in Critical Infrastructure

Corporate Network
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Common Characteristics of Ransomware in Critical
Infrastructure

Atomic-Check (16) Partial Encryption (10)

: : Privilege Escalation (7)
Kill Process/Services (14) 1
Persistence (7)

Anti-Recovery (13) Language Check (5)
Command-Line Arguments (11)
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How can Critical Infrastructure
Mitigate the Threat of
Ransomware?




Ransomware Techniques Based on MITRE ATT&CK for ICS

Initial Access

Execution

Persistence

Privilege
Escalation

Evasion

Discovery

Lateral
Movement

Collection

Command and
Control

Inhibit Response
Function

Impair Process
Control

Impact

Drive-by Compromise

Change Operating
Mode

Modify Program

Exploitation for
Privilege Escalation

Change Operating
Mode

Network Connection
Enumeration

Default Credentials

Automated Collection

Commonly Used Port

Activate Firmware
Update Mode

Brute Force I/O

Damage to Property

Exploit Public-Facing
Application

Command-Line
Interface

Module Firmware

Hooking

Exploitation for
Evasion

Network Sniffing

Exploitation of
Remote Services

Data from Information
Repositories

Connection Proxy

Alarm Suppression

Modify Parameter

Denial of Control

Exploitation of
Remote Services

Execution through API

Project File Infection

External Remote
Services

Graphical User
Interface

System Firmware

Internet Accessible
Device

Hooking

Valid Accounts

Remote Services

Modify Controller

Tasking
Replication Through .
Removable Media Native API
Rogue Master Scripting

Spearphishing
Attachment

User Execution

Supply Chain
Compromise

Transient Cyber Asset

Wireless Compromise

12 Tactics

78 Techniques

Indicator Removal on

Remote System

Lateral Tool Transfer

Detect Operating

Standard Application

Block Command

Module Firmware

Denial of View

Host Discovery Mode Layer Protocol Message
. Remote System Block Reporting Spoof Reporting L.
Masquerading Informatialo e Program Download 1/0 Image Micoaaee Messane Loss of Availability

Rootkit

Wireless Sniffing

Remote Services

Man in the Middle

Spoof Reporting
Message

Valid Accounts

Monitor Process State

Point & Tag
Identification

Program Upload

Screen Capture

Wireless Sniffing

Block Serial COM

Unauthorized
Command Message

Loss of Control

Data Destruction

Denial of Service

Device
Restart/Shutdown

Manipulate 1/0 Image

Modify Alarm Settings

Rootkit

Service Stop

System Firmware

Loss of Productivity
and Revenue

Loss of Protection

Loss of Safety

Loss of View

Manipulation of
Control

Manipulation of
View

Theft of Operational
Information
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Application of Mitigations

24 mitigations

12
Human and Policy

Application Isolation and Sandboxing (Endpoint)(3)

Network Intrusion Prevention (Network)(3)

Exploit Protection (Network, Endpoint)(2)

Restrict Web-Based Content (Endpoint)(2) -
Update Software(Endpoint, Human and Policy)(2)

Disable or Remove Feature or Program (Endpoint)(2)
Network Allowlists (Human and Policy)(2)

Execution Prevention (Endpoint)(2)

Code Signing (Endpoint)(2)

Restrict File and Directory Permissions (Human and Policy)(2)
Restrict Registry Permissions (Human and Policy)(2)
Privileged Account Management (Human and Policy)
Vulnerability Scanning(Network, Endpoint)

Threat Intelligence Program

Authorization Enforcement (Human and Policy) »
Human User Authentication (Human and Policy)

Access Management (Human and Policy)

Software Process and Device Authentication (Human and Policy)
Password Policies (Human and Policy)

Filter Network Traffic (Network)

Antivirus/Antimalware (Endpoint)

User Training (Human and Policy)

User Account Management (Human and Policy)

3 txOne
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Practical Ransomware Mitigation Strategies in Critical
Infrastructure

The Difference between IT and OT

Type OT Environment IT Environment
Virus Pattern Update Usually up to date
The Variability of the Hioh
Operating Environment 8
The Burden of g
Ransomware Encryption e/ el Low to Middle

on the System operation shutdown
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Malware Detection Methods

Type Scope
Signature-based Byte sequence, List of DLL, Assembly Instruction
Behavior-based API Calls, System calls, CFG, Instruction trace, n-gram, Sandbox
Heuristic-based API Calls, System call, CFG, Instruction trace, List of DLL, Hybrid featues, n-gram
Cloud-based Strings, System calls, Hybrid featues, n-gram
Learning-based API Calls, System call, Hybrid featues

g ExOne
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Limitations of Malware Detection

Type Limitations

Need huge database, Hard to defeat obfuscated samples, Vendor need to spend many

Signature-based .
people to update the signature

Need to Run it, have the risk of attacking by 0-day exploits or vulnerabilities. Time-

Behavior-based . . , : :
€havior-base consuming and labor-intensive. Behavior policy can be bypassed

Heuristic-based will include both of the above

Immediacy of Internet connections. Adds additional delay to many tasks. Less effective

Cloud-based e . N
at monitoring/detecting Heuristics

Learning-based Learning dataset can’t help to identify the variant

g ExOne
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Limitations of Malware Detection

Analysis is time-consuming and labor-intensive

Vendor need to constantly update the latest malware signature
Capabilities of identifying new variants is low

Obfuscated samples are hard to defeat

=) xone



Deep Dive into Our Symbolic Engine - TCSA

TCSA (TXOne Code Semantics Analyzer)

Malware detection with instruction-level Semantic automata

Use Vivisect as the core decompiler engine
Support AMD, ARM, x86, MSP430, H8 and many other architectures
Support analysis of program files for Windows and Linux systems

Pure Python based Engine: Works on any platform able to run Python

In TCSA rule, developers can notate the data references between API calls
Symbolized return values of Win32 API, function, or unknown API
Usage of memory heap, stack, local variables, etc.
DefUse: tracing the source of data, memory values, argument values from

Support two additional feature extraction systems: YARA and Capa subsystems

Developers Orienting Malware Scanning Design
Developers can write their own Rules to be installed in the TCSA engine as callbacks
The TCSA engine will traverse and explore each function and the instructions in its Code Block
In the Callback, each instruction, memory, function name and parameter can be analyzed line by line

g tExOne
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Practical Ransomware Mitigation Strategies in Critical
Infrastructure

IT Environment: TCSA + Other Mitigation Strategies

OT Environment: Multilayer Mitigation Strategies

g ntxOnew
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Related Work

Three main papers which inspired our research

Christodorescu, Mihai, et al. "Semantics-aware malware detection." 2005
IEEE symposium on security and privacy (S&P'05). IEEE, 2005.

Kotov, Vadim, and Michael Wojnowicz. "Towards generic deobfuscation of
windows API calls." arXiv preprint arXiv:1802.04466 (2018).

Ding, Steven HH, Benjamin CM Fung, and Philippe Charland. "Asm2vec:
Boosting static representation robustness for binary clone search against
code obfuscation and compiler optimization." 2019 IEEE Symposium on
Security and Privacy (SP). IEEE, 2019.

Thanks for their contributions
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Deep Dive into Our Symbolic Engine - TCSA

Few Seconds to 1.5 Minutes on average

]

Attack Techniques
» Malicious — ga:§omware
ehivor p.
@
» Benign
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Real World Ransomware Detection (Cont.)

Basically, ransomware has the following capabilities
Find unfamiliar files (such as FindFirstFile)

Read/Write behavior in the same file (such as CreateFile -> ReadFile ->
SetFilePointer ->WriteFile)

ldentify common encrypt function or algorithm (WinCrypt*, AES, ChaCha,
RC4...)

What are our criteria of detection?
3 features (file enumeration, file operations, encryption) detected or

One of the chain
File enumeration = Encryption
File enumeration & File operations = Encryption

g tExOne

networks



Real World Ransomware Detection (Cont.)

File Enumeration

bool ransomMain(void)

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-

strcpy(aesKey, "3igcZhRdWgq96m3GUmTAivo™);
hFind = FindFirstFileA("*.*", &FindFileData);
while ( 1 )
{
result = FindNextFileA(hFind, &FindFileData);
if ( !'result )
break;
if ( FindFileData.cFileName[©] != "." )
{
strcat(pathToFile, FindFileData.cFileName);
encryptFile(pathToFile, aesKey, 6x17u);
printf("[v] encrypt file - %s\n", pathToFile);
}
}

return result;

¥

WannaCry Ransomware sample via IDA Pro

def callback(emu, starteip, op, iscall, callname, argv, argv_snapshot, ret):

if emu.funcva not in guessList_findDataStruct:
guessList_findDataStruct [emu.funcva], guessList_ fileData_cFileName [emu.funcval

if iscall:
argl, arg2, arg3 = argv[@], argv[1l], argv([2]

if "FindFirstFileA" == callname or "FindFirstFileW" == callname \
or ( len(argv) >= 2 and isPointer(emu, argl) and (isPointer(emu, arg2) or arg2
guessList_findDataStruct[emu.funcval.append( ret )

if "FindNextFileA" == callname or "FindNextFileW" == callname \
or ( len(argv) >= 2 and argl in guessList_findDataStruct[emu.funcval ) and isPointer(emu, arg2):
guessList_fileData_cFileName [emu.funcval.append(arg2 + 0x2C) # FindFileData.cFileName (+2Ch)

if len(op.opers) > 1:
if emu.getOperAddr(op, 1) in guessList_fileData_cFileName [emu.funcval \
or emu.getOperValue(op, 1) in guessList fileData_cFileName [emu. funcval
print(f'[+] fva: {hex(emu.funcva)}, Taint FileData.cFileName: {hex(starteip)}')

3 txOne
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Real World Ransomware Detection (Cont.)

File Operation
Taint file handle generated from CreateFile*

Monitor file |/O APl usage

def callb (emu, starteip, , callname, argv, , ret):

eateFileA"™ in callname) or ("CreateFileW" in callname) or \
v) == 7) and \
, argv[1]) and (argv[1l] & @xFFFFFFFF & (GENERIC READ | GENERIC WRITE | GENERIC ALL}) and \
, argv[2]) and (argv[2] == @ or argv[2] & OxFFFFFFFF & (FILE E L | FILE SHARE READ
, argv[4]) and (argv[4] & @xFFFFFFFF in (CREATE ALW OPEN EXISTING, CREATE MEW, OPEN A

nter(emu, argv[5])):

file handle list, emu.funcva, ret, starteip)

Le(file_handle candidate, emu.funcva, ret, starteip)

if ("setFilePointer"” in callname) or
4) and argv[3] == 0): # FILE BEGIN
dle(file handle candidate, emu.funcva, argv[@], starteip)

if ("ReadFile" in callname) or ("WriteFile" in callname)} or \
v) »>= 5) and isPointer(emu, argv[1])):
Le(file _handle candidate, emu.funcva, argv[0], starteip)

FILE SHARE WRITE | FILE SHARE DELETE)) and \

5))

and

tExOne
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Real World Ransomware Detection (Cont.)

File Operation in Babuk Ransomware

push
push
push
push
push
push
mov

push
call

add
lea
push
lea
push
call

3. push
push
mov
push
mov
push

—p> | mov

push

I call

..

>

o
monoo

—am

esp,
eax, [ebp+var_178]
eax

&

ecx, [ebp+var_12A8]

ecx
sub_d@FES@

3

>nd

dwFlagsAndAttributes
dwCreationDisposition
lpSecurityAttributes
dwShareMode
dwDesiredAccess

X, [ebp+lpStringl]

; lpFileName

wMoveMethod

; lpNewFilePointer

x, dword ptr [eb

e [ebp+hFile]
ecx >
ds

s:SetFilePointerE

+1iDistanceToMove+4]

x, dword ptr [ebp+liDistanceToMove]

liDistanceToMove

nFile

Store hFile

Load hFile

Load hFile

Load hFile

push

push
mov

push
call

push
lea
push
mov
push
mov
push
mov
push
call

edx, dword ptr [e
dword ptr [ebp+n
eax, dword ptr [

ecx,
ecx
edx, dword ptr [ebp+nNumberOf
dx ; nNumberOfBytesToRead
ax er]
X ; lpBuffer
; hFile

sub_4101E@

ed
en]
BytesWritten

tExOne
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Real World Ransomware Detection (Cont.)

File Encryption
Darkside

Customized Salsa20 matrix and encryption
4 rounds of linear shifting

/ev3n
R5A Encryption

100482187
: 00462159
:0848218C
:0048218F
188482192
100462194
108482196
100482199

100462198
108482190
:0048219F r
188482142
190482104
108482146
100482148
108482148 >
:0848214D
:004821AF
188482161
188482184 >
100482166
108482188
100482168
:004821BE

eax,
ebx,
ecx,
edx,
esi,
esi,

esi, 7

ebx,
esi,
esi,

esi, 9

ecx,
esi,
esi,
esi,
edx,
esi,
esi,
esi,
eax,

edx
ecx
12h
esi

tExOne
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Real World Ransomware Detection (Cont.)

M AE

Babuk Ransomware — File Enumeration

push offset aHowToRestoreYo @
.text:B040A41A lea ecx, [ebp+FindFileData.cFileName]

push ecx ; 1pStringl

call ds:1lstrcmph

test eax, eax

jz loc_48A511

[ mudu]e Plugi - / /hank/ ’Pluginsﬁrule ransomware.py'=] edx, [ebp+FindFileData.cFileName]
[0K] Rule Ransomware Attached. edx ; 1pString
fva: 0x40a5ed, Taint FllﬂData lFlltHde Ox40a6eT ds:1strlenk
fva: 0x40a5ed, Taint Z C Ox40a6bb eax,
2 = c [ebp+var B8], eax
0x40a2d0, Taint FileData.cFileNam x40a42f j short loc_48A44D
0x40a2d@, Taint FileData ileName: ©x4B0a3bb
0x404a80, create new key via CryptAcquireContext
0x409740, generate random numbers via WinAPI
0x40fe80, encrypt data using HC-128 wrapper
0x409740, CreateFile addr: [ 99d63'], Taint Handle:
0x409748, CreateFile addr: Bx409c Px409cE Px409caa B9c63 0x409b54', '@x40%9a49'], Taint Handle:
B¥4032d8 CreateFile addr: : : ¢ 3 i B 4d', '0x40a357']

-=encrypt] dcpth: e, chain:
-=encrypt] depth: chain:
-=encrypt] depth: chain:
-=encrypt] depth: chain:
[enum-=encrypt] depth: chain:
[enum-=encrypt] depth: chain:
[enum-=encrypt] depth: chain:
[enum-=encrypt] depth: chain:

3 0x40a2d0"', '0x40974€ Ax40Te80 - Y
--- total used 13.150455474853516 sec - * l: (:)
=P txOne
L]

networks
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Real World Ransomware Detection (Cont.)

Babuk Ransomware — File Operation

[0K] Rule Ransomware Attached.
fva: 0x40a5e0, Taint FileData.cFileName: 0x40abef
fva: 0x40a5e0, i i ata.cFileName: 0x40a6bb
fva: 0x40a2do, i i ata.cFileName: 0x40adla
fva: 0x40a2do, ata.cFileName: 0x40ad42f
fva: 0x40a2d0, Taint FileData.cFileName: 0x40a3bb
fva: 0x404a80, create new key via CryptAcquireContext
fva: 0x409740, generate random numbers via WinAPI
fva: 0x40feB0, encrypt data using HC-128 wrapper
fva: 0x409740, 0%x409d63'], Taint Handle: ['®
fva: 0x409740, e ' 'Bx40

unction topology
depth: 0, chain:
-=encrypt] depth: chain:
-zencrypt] depth: chain:
sencrypt] depth: 2, chain:
]
]
]

)fedd']
[enum-=encrypt] depth: chain:
[enum-=encrypt] depth: 2, chain:
[enum-=encrypt] depth: chain:
[enum-=encrypt] depth: 2, chain:
--- total used 13.1504554748535

)1 fegd"]

'0x40fe80"]

['¢
['¢
['¢
[
[
['¢
['¢
['¢
1

6

Ltext:88484323

push
call
push
push
push
push
push
push
mov

push

; lﬁStPingl

; hTemplateFile

; dwFlagsAndAttributes
; dwCreationDisposition
; lpSecurityAttributes
; dwShareMode

; dwDesiredfAccess

¥
eax, [ebp+lp5tringl]

; lpFilelame

3 txOne
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Real World Ransomware Detection (Cont.)

Babuk Ransomware — File Encryption

[OK] Rule Pansomwure Atfdched

0x40a5ed8, Taint
0x40a5e0, Taint
0x40a2d0, Taint
0x40a2d0, Taint
0x40a2de, Taint

B¥404a88

B¥40974B (rcattFllc addr:
0x409740, CreateFile addr:
0x40a2dd, CreateFile addr:

= function topology =

=encrypt] depth:
1 depth:
1 depth:
1 depth:
[enum-=encrypt] depth:
]
]

-=encrypt
-=encrypt
-=encrypt

[enum-=encrypt
[enum->encrypt

depth:
depth:
[enum-=encrypt] depth:

--- total used 13.150455474853516

chain:
chain:
chain:
chain:
chain:
chain:
chain:
chain:

via Cryptﬁcqulre[onfe\t

49'], Taint Handle:

[ p— p— p— p— p— p— po— po—

.text:8040FE3@ sub_48FE88@ proc near

var_ 4= dword ptr
arg 8= dword ptr
arg 4= dword ptr

push ebp
mov ebp, esp

push ecx
push esi
push edi
mov [ebp+var 4],

jmp short loc ABFES8

loc_ABFE98:
mov ecx, [ebp+arg 8]
mov edx, [ecx+ 1
shr edx,

cmp [ebp+var_4], edx
jnb short loc_4@FEC1

=) xone



Real World Ransomware Detection (Cont.)

Experiment

How we collect Ransomware samples?

Time interval: 2021.06-2022.06

Filter process

Found in VirusTotal, more than 3 antivirus vendors identify ransomware, and it is
Windows executable

Automated dynamic analysis (commercial sandbox)
Final check samples
Get ransomware sample dataset

Results
1153 /1206 (95.60%) !!!

g tExOne
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Real World Ransomware Detection (Cont.)

Purge
Rents
Conti
Sorikrypt
Nemty
Avaddon
Phoenix

Deltalocker

Seven

Medusalocker

Crysis
Higuniel
Fakeglobe
Netfilm
Spora

Karmalocker

Phobos
Cryptolocker
Filecoder
Paradise
Emper
Wana
Babuklocker

Genasom

Lockbit
Makop
Crypren
Cryptor
Quantumlocker
Garrantdecrypt
Lockergoga

Thundercrypt

Agent
Redeemer
Hydracrypt

Wixawm
Blackmatter
Smar
Buhtrap

Wcry

Explus
Sodinokibi
Avoslocker

Zcrypt

Revil
Akolocker
Ryuk

Hkitty

Taleb
Garrantycrypt
Sevencrypt
Sodinokib
Bastacrypt
Cryptlock
Nemisis

Swrort

Hive
Tovicrypt
Crypmod

Xorist
Ranzylocker
Wadhrama

Netwalker

Babuk

g tExOne
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Conti variants

Ransom.Win32.CONTI.SM.hp
Ransom.Win32.CONTI.SMTH.hp
Ransom.Win32.CONTI.SMYXBBU
Ransom.Win32.CONTI.SMYXBFD.hp
Ransom.Win32.CONTLYACCA
Ransom.Win32.CONTI.YXCAAZ
Ransom.Win32.CONTI.YXCBSZ

LockBit variants

Ransom.Win32.LOCKBIT.SMCET
Ransom.Win32.LOCKBIT.SMDS
Ransom.Win32.LOCKBIT.SMYEBGW
Ransom.Win32.LOCKBIT.YXBHC-TH
Ransom_LockBit.R002C0CGI21
Ransom_Lockbit.R002CODCO22
Ransom_Lockbit.RO02CODHB21
Ransom_Lockbit.R0O02CODHD21

Real World Ransomware Detection (Cont.)

7ev3n variants

Ransom_Seven.RO02CODA422
Ransom_Seven.RO02CODA522
Ransom_Seven.RO02CODA922
Ransom_Seven.RO02CODAA22
Ransom_Seven.RO02CODAF22
Ransom_Seven.RO02CODAP22
Ransom_Seven.RO02CODAR22
Ransom_Seven.RO02CODAS22
Ransom_Seven.RO02CODAT22
Ransom_Seven.RO02CODAV22
Ransom_Seven.R002CODB122
Ransom_Seven.R002C0ODB222
Ransom_Seven.R0O02CODB322
Ransom_Seven.RO02CODB822
Ransom_Seven.R002CODB922
Ransom_Seven.RO02CODBA22
Ransom_Seven.R002CODBM22
Ransom_Seven.R002C0ODC222
Ransom_Seven.R002C0ODC922
Ransom_Seven.R002CODCB22
Ransom_Seven.RO02CODCC22
Ransom_Seven.RO02CODCE22
Ransom_Sodin.R002COPGM21
Ransom_EMPER.SM

tExOne
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Real World Ransomware Detection (Cont.)

CreateFileW

For some of undetected samples

Prolock / PwndLocker
Unknown Encryption Algorithm

Customized File Encryption

MoveFileW

=) xone



eal World Ransomware Detection (Cont.)

Experiment

By randomly finding 200 non-ransom samples from VirusTotal (2021/06/01

-2022/06/01

False Positive: 0%

FILES 20/71.93M

DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY o

Security vendors' analysis on
AL) s Ad 1) Trojan.GenerickD.457"
AhnLat (D) Malware/W C a 1) MalwareWin32,

networks



Practical Ransomware Mitigation Strategies in Critical
Infrastructure

IT Environment: TCSA + Other Mitigation Strategies

OT Environment: Multilayer Mitigation Strategies

23 txOne

etworks



Practical Ransomware Mitigation Strategy for OT
environment

%) =

>

Known Ransonware Scanning Ransomware Pre-detection Ransomware Encrypted
Mechanism Sequence Detection
Hardly cause any Detect ransomware encrypted

Detect ransomware family common :
burden on the ICS ] seguences can prevent excessive
features and block before encryption

system burden on the ICS machine and block
encryption process

Unable to detect and
block new/variant False-Positive Nothing found so far

ransomware attacks .:o-g txone

networks



|CS-Related Ransomware Pre-detection Mechanism

If prevent process be terminated

if ( TerminatePro

if ( !std::_Execute_once((struct std::o
terminate();
Handle ( (HA

} LODHORD( LockerG 08a

lag *)&unk_526714, sub_425798, &unk_5266A8) )

else

if ( !std::_Execute_once((struct s “)&unk_526714, sub_42579@, &unk_5266A8) )

terminate();
GetLastError();

¥

If atomic check failed

if ( !dword_430BBC )

Conti V2

qmemcpy (
for (

3 & + +1)) %
lve_and_add_API_buffe

esolve_and_add_API buffer(1l5, 9x6A895E21,

If enumerate files failed

JFindFirstFileExW (

r
FindExInfo

Darkside

If prevent shadow copy be deleted

1 (*)[7]) 'a\en\eu\er’; // runas
Ryuk

do

if ( >= 6 )
break;
++ H
1

}
while ( (unsig t)Shellexecutew @(ei6a, & , &st, eiea, eiea, @) < ex2@ );// < ex2@ means not success

3 txOne
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|CS-Related Ransomware Pre-detection Mechanism

0 Aiowsay sieysibay Aquiassesiq

View Breakpo

ints

Model

Settings |50 Local Feedback
Help~  Hub

Time Travel Scripting Memc¢

W Stop Debugging

A Detach

B  Windows 11 x64 - VMware Workstation

File Edit View VM Tabs Help

[} Windows 11 x64

e
(RECVCICEITY

Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:

924, TID:
924, TID:
924, TID:
924, TID:
924, TID:
924, TID:
924, TID:

Thread Created: PID:924, TID:
Thread Created: PID:5128, TID:8568, PPID:4, PTID:36
14272, PPID:924, PTID:2444

Thread Created: PID
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:
Thread Terminated: PID:1972,
Thread Created: PID:924, TID
IRP_MN_QUERY_DIRECTORY:
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:1972,
Thread Terminated: PID:5952,
IRP_MN_QUERY_DIRECTORY:
Process Terminated:
Process Terminated:
Create Mutant: PID:
Create Mutant: PID:
Create Mutant: PID:

24, TID

792, TID

924, TID:
924, TID:
924, TID:
924, TID:
924, TID:
924, TID:

TID:

KMUTANT: @xffffboec21bd3830
KMUTANT: exffffbo@c21bd3830
KMUTANT: exffffboec21bd3830
KMUTANT: exffffboec21bd383e
KMUTANT: exffffboec21bd383e
KMUTANT: exffffboec21bd383e
KMUTANT: exffffboec21bd383e
PPID:924, PTID:2444

6708, KMUTANT: exffffboec25a44f70
6708, KMUTANT: exffffboec25a44f70
6708, KMUTANT: exffffboec25a44f70
6708, KMUTANT: exffffboec25a44f70
6708, KMUTANT: exffffboec25a465f0
6708, KMUTANT: exffffboec25a465f0

3572, PPID:1972, PTID:3572

18972, PPID:924, PTID:2444

TID:
TID:
TID:
TID:
TID:
TID:
TID:
TID:
TID:

PID:924,
Process ffffb90c212360c0, ImageFileName: dllhost.exe
PID 1972, PPID:1972, PTID:312

1972, TID: 312, KMUTANT:
1972, TID: 312, KMUTANT:
1 3256, KMUTANT:

PID:924, TID:6708, FileName: <.mydocs, DirPath: \Device\HarddiskVc|

5172, PPID:1972, PTID:5172

3896, PPID:1972, PTID:3896

6404, PPID:1972, PTID:6404

7932, PPID:1972, PTID:7932

2744, PPID:1972, PTID:2744

7316, PPID:1972, PTID:7316

3836, PPID:1972, PTID:3836

312, PPID:1972, PTID:312

7768, PPID:5952, PTID:7768

TID:2444, FileName: ©545.exe, DirPath: \Device\HarddiskVc|

oxffffboec2268d976
exffffboec2268dc70
oxffffboec2268d4fe

Thread Created: PID:4796, TID:6324, PPID:4, PTID:36

Create Mutant: PID: 792, TID:

Thread Terminated: PID:5972,
Thread Terminated: PID:5972,
Thread Terminated: PID:5972,
Thread Terminated: PID:6012,
Thread Terminated: PID:6760,
Thread Terminated: PID:2284,

Thread Created: PID:924, TID:

Thread Terminated: PID:2284,

Thread Created: PID:924, TID:

Thread Terminated: PID:2528,

TID:
TID:
TID:
TID:
TID:
TID:

3256, KMUTANT:

oxffffboec2268d4fe
3ee4, PPID:5972, PTID:36e4
456, PPID:5972, PTID:456

1168, PPID:5972, PTID:1168
4640, PPID:6©12, PTID:4640
7892, PPID:6760, PTID:7892
4912, PPID:2284, PTID:4912

3432, PPID:924, PTID:7220

TID:8676, PPID:2284, PTID:

1092, PPID:924, PTID:3432

TID:4568, PPID:2528, PTID:

8676

4508

IRP_MN_QUERY_DIRECTORY: PID:924, TID:1092, FileName: 21.220.1024.0005, DirPath: \Device\Hg

xgysy* Debuggee is running...

lockbit2.0

O B ®» N sort

> ThisPC > Desktop > FIRST2022_demo » lockbit2.0

Name Date medified

Quick access
@ Desktop
& Downloads
S Documents
P9 Pictures
FIRST2022_dem
» Music

4 Videos
@ OneDrive
[ This PC
&4 DVD Drive (D:) CPB£

& Network

litem  1item selected 9

3628K
35,132 K
19.052K'
19.568 K!
12,044 K’

5548 Microsoft Edge WebView2

5128 Runtime Broker

1 Runtime Broker

Microsoft Corporation

scﬁCorpaaﬁm

CPU Usage: 45.70% Commit Charge: 24.29% Processes: 132 Physical Usage: 28.99%

(H

10:38 PM
5/12/2022

(1]

To return to your computer, press Ctrl+Alt.




Ransomware Encrypted Sequence Detection — LockBit2.0

Main Thread Enumerate Files Threads Encrypt Files Threads
ZwCreateloCompletion Enumerate Files (5 NtRemoveloCompletion
—»O AES Encrypt File Content
NtSetloCompletion ZwCreatefFile
—»O Rename
NtSetInformationFile _.O Append Key Blob

g ExOne
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Ransomware Encrypted Sequence Detection — LockBit2.0

Enumerate Files Threads Encrypt Files Threads

Enumerate Files NtRemoveloCompletion

ZwCreateFile

NtSetinformationFile A’O Rename

int al ) nt * 1r RD, 1int))get ZwCreateIoCompletion addr();
if ( : ToC ionHandle ) »>= 0 )
{

encrypt_file_thre oc mem( (void *) (4 * thread num max));

if ( encrypt file )

{

= 0;
if ( !thread num max )
return 1;
while ( 1)
{

_DWORD *) (encrypt_file thread pool + 4 * ) = create_thread wrapper((int)file encryption 498730, 0);

) (encrypt_file thread pool + 4 * )i

(void (_ stdeall *) (int, int, int *, int))get NtSetInformationThread addr();
r 4, & . 4);
insigned int)thread num max )

4 , networks
NtsetToCompletion 4A2BE0();

}




Ransomware Encrypted Sequence Detection — LockBit2.0

Main Thread Encryption Files Threads

ZwCreateloCompletion NtRemoveloCompletion

NtSetloCompletion
‘>O Append Key Blob

! 0 )// FILE_ATTRIBUTE_DIRECTORY

Folders WhitelList

— else .dwFileAttributes & 4) == 0 )// FILE ATTRIEUTE SYSTEM
user3z_dll - -

¥ if ( (int) > 4)

if ( !'::wspr: {

ToComplet it::nrlHann::llE_tlﬁ,: R t ZwCreateF 11 e a ddr () ;

, int *, int, int))get NtSetInformationFile addr();
)// FileCompletionInformation

tExOne
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Ransomware Encrypted Sequence Detection — LockBit2.0

Main Thread

ZwCreateloCompletion

NtSetloCompletion

LODWORD (
(volid *) (LOWORD (
al nem ( )

if |
{

sub 40D7A0( + 12,

T2] = LOWORD (

) = 0;

}

Enumerate Files Threads

Enumerate Files

ZwCreateFile

NtSetinformationFile

->hFile;
->field 34) + 0x10);

—}field_BB, LOWORD (

—>field 34));
—>field 34);

, int))get NtSetInformationFile addr();

tExOne
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Ransomware Encryption Sequence Detection

Sequence | Ransomware
R-M-W WannaCry

R-W-M Ryuk , RagnarLocker, ColdLock , Egregor, Conti v2, RansomExx, DoppelPaymer, Revil,
EKANS

R-W-SF Mount Locker, LockBit 2.0
M-R-W Darkside, Babuk Locker, Lockergoga
MP-FF Bad Rabbit

File Encryption Flags:
SF: SetFileInformationByHandle/NtSetInformationFile
R: ReadFile ; W: WriteFile ; M: MoveFile

MP: MapViewOfFile, FF: FlushViewOfFile u
=P IxOne
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Ransomware Encrypted Sequence Detection

Overwrite Original File

— File A

Open

Read
Write

Close

File A.encrypted

Encrypt and Delete Original File

et File A

Open

Read

Close

File A.encrypted

Encrypt and Overwrite Original File

File A = File A

Open

Read

Close

E— File A.encrypted

g ExOne

networks



Summary o}%f
A

~.~

l~.

Known Ransomware Attack T~ )

-
-
- -
- -
- ’

=T Ransomware Encrypted

= Sequence Detection
ICS-Related Ransomware

Pre-detection Mechanism

TCSA
Known Ransonware Scanning -g ExOne
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Protect mission-critical Assets in
order to keep Operation running
with ZERO TRUST approach

( 7)



Opensource to Infosec Community

TCSA v1

TXOne Code Semantics Analyzer by TXOne Networks, inc.

Hightlight Features

1. Malware Detection, e.g. Process Hollowing & Ransomware
2. Vulnerability Scanning e.g. Firmware Command Injection
3. (unpractical) ML for Clustering Malware e.g. Neural Networks

Installation

1. Script Usage: $pip install vivisect then $python3 Akali/akali.py samples/hello_recur.exe

2. Standalone Build: $pyinstaller .github\pyinstaller\akali.spec then $dist\akali.exe
samples\hello_recur.exe

https://github.com/TXOne-Networks/TCSA

g tExOne
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